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DETAILED ACTION 

1. This office action is in responsive to the paper filed on December 14 th , 2006. 

2. Claims 1 - 20 are presented for examination. 
Claims 1 - 20 are rejected. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
• such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

3. Claims 1-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cynthia 
Hood et al. (Intelligent Detection For Fault Management of Communication Networks and 
referred to as Hood hereinafter), and in view of Kentaro Toyama (U.S. Patent No. 6,502,082 and 
referred to as Toyama hereinafter). 
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(Hood as set forth above generally discloses the basic inventions.) 
Regarding independent claim 1, 

Hood teaches, A health assessor for assessing health of a target element within a multi- 
element system, comprising: 

a plurality of sensors, each being operatively coupled to the target element to produce a measure 
of the target element; (see pg 16, Figure 3.1) 

a plurality of measure collectors, each collecting a measure from one of the sensors, wherein 
each of the collectors also stores the measure as historical measure; (see pg 16, lines 1-3. "the 
architecture consists of a centralized network manager along with many agents, the agents reside 
in the various network nodes and collect data.") 

a plurality of evaluators, each evaluating at least a subset of all the measures collected by the 
measure collectors in accordance with a pre-configured evaluation definition for the respective 
evaluator to provide an assessment; (see pg 5-6, 1.2.1 Observation Processing and Figure 1.1- 
1.2) 

a probabilistic reasoning network coupled to the evaluators to receive the assessment from each 
of the evaluators and to analyze all the assessments in accordance with a pre-configured 
reasoning definition so as to provide an overall probabilistic health assessment of the target 
element, (see pg 6, 1.2.2 Combination of Information, lines 1-6 and Figure 1.3) 

Hood does not teach the probabilistic reasoning network to analyze the assessments from 
the evaluators according to information indicating reliabilities of the respective evaluators. 

Toyama teaches the probabilistic reasoning network to analyze the assessments from the 
evaluators according to information indicating reliabilities of the respective evaluators [Col. 8, 
line 52 - Col. 9, line 46], for the purpose of effectively capturing probabilistic dependencies 
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between the true state of the object being tracked and evidence from the tracking modalities 
[Col. 2, lines 28 - 30; see further Col. 2, lines 22 - 54]. 

It would have been obvious to a person of ordinary skill in the art at the time of 
applicant's invention to modify the teaching of Hood to include "the probabilistic reasoning 
network to analyze the assessments from the evaluators according to information indicating 
reliabilities of the respective evaluators", for the purpose of effectively capturing probabilistic 
dependencies between the true state of the object being tracked and evidence from the tracking 
modalities [Col. 2, lines 28 - 30; see further Col. 2, lines 22 - 54]. 

Regarding Claim 2: 

Hood teaches, the health assessor of claim 1 , wherein the evaluation definition of an 
evaluator determines which of the measures collected by all of the measure collectors are to be 
received by the respective evaluator. (see pg 5, 1.2.1 Observation Processing, lines 3-9 to pg 6 
line 1 . "within each segment of data, we are interested in capturing the information pertinent to 
the detection problem, this is the responsibility of the feature extraction component.") 

Regarding Claim 3: 

Hood teaches, the health assessor of claim 1, wherein each of the evaluators further comprises: 
an evaluation definition store that stores the pre-configured evaluation definition of the 
evaluator; (see pg 17, lines 12-17) an evaluation module coupled to the evaluation definition 
store to provide the assessment by statistically comparing the subset of the measures and the 
historical measures based on the predefined evaluation definition, (see pg 5-6, 1.2.1 Observation 
Processing and 1.2.2 Combination of Information) 
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Regarding Claim 4: 

Hood teaches, the health assessor of claim 3, wherein the operation of an e valuator can 
be changed by replacing the pre-configured evaluation definition for that evaluator with a new 
evaluation definition, (see pg 33 Figure 4.3 and pg 34, lines 1-11, Figure 4.4 and see pg 61, lines 
13-20 to pg 62 lines 1-2. "in our experiments we set p(Network = normal) = 0.9, 
p(nf=normal/network = normal) = 0.8 and p(nf=normal/network = abnormal) =0.2." Examiner 
notes that these threshold values could be not only be set at any value, but also they could be 
reset/changed at any time which anticipates replacing the pre-configured reasoning definition 
• with a new reasoning definition claimed by applicant.) 

Regarding Claim 5: 

Hood teaches, the health assessor of claim 1, wherein the reasoning network is a Bayesian 
network probabilistic reasoning network, (see pg 6, 1.2.2 Combination of Information, lines 1-6 
and Figure 1.3) 

Regarding Claim 6: 

Hood teaches, the health assessor of claim 1, wherein the overall health assessment of 
the target element is the probability indicating that the target element is healthy, (see pg 39, 4.3.2 
Study of Features, lines 1-2. "our goal is to extract information that will help us determine 
whether the behavior of the MIB variable is normal or abnormal." and see pg 61, lines 13-20 to 
pg 62, lines 1-2) 
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Regarding Claim 7: 

Hood teaches, the health assessor of claim 5, wherein the probabilistic reasoning network 
further comprises a reasoning definition store that stores the pre-configured reasoning definition, 
wherein the pre-configured reasoning definition defines how the probabilistic reasoning network 
should analyze all the assessments received from the evaluators to produce the overall health 
assessment of the target element, (see pg 33 Figure 4.3 and pg 34, lines 1-11, Figure 4.4 and pg 
45, lines 2-5 and pg 46, lines 1-8) 

Regarding Claim 8: 

Hood teaches, the health assessor of claim 7, wherein the operation of the probabilistic 
reasoning network can be changed by replacing the pre-configured reasoning definition with a 
new reasoning definition, (see pg 33 Figure 4.3 and pg 34, lines 1-11, Figure 4.4 and see pg 61, 
lines 13-20 to pg 62 lines 1-2. "in our experiments we set p(Network = normal) = 0.9, 
p(nf=normal/network = normal) = 0.8 and p(nf=normal/network = abnormal) =0.2." Examiner 
notes that these threshold values could be not only be set at any value, but also they could be 
reset/changed at any time which anticipates replacing the pre-configured reasoning definition 
with a new reasoning definition claimed by applicant.) 

Regarding Claim 9: 

Hood teaches, a health assessment system for assessing health of an element within a 
multi-element system, comprising: a health assessment engine that receives measures of the 
target element and provides health assessment of the target element based on the measures and 
historical measures of the target element, wherein the historical measures have already been 
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stored in the health assessment engine; (see pg 1.9, lines 6-9. "SNMP also provides a protocol 
for communication between the agents and the network manager, this protocol allows the 
manager to query the MIB for current information, change information in the MIB, and receive 
notification of certain events occurring at the agent.") a result formatting module that formats the 
health assessment into a report; (see pg 24, lines 1 -7) 

Hood does not teach a web interface that transmits the formatted report to a remote 
access system via the Internet. 

Toyama teaches a web interface that transmits the formatted report to a remote access 
system via the Internet. [Col. 6, lines 30 - 40; further see Col. 6, lines 17-44] 

Regarding Claim 10: 

Hood teaches, the health assessment system of claim 9, wherein the health assessment 
engine further comprises: a plurality of sensors, each being operatively coupled to the target 
element to produce a measure of the target element; (see pg 16, Figure 3.1) a plurality of 
measure collectors, each collecting a measure from one of the sensors, wherein each of the 
collectors also stores the measure as historical measure; (see pg 16, lines 1-3. "the architecture 
consists of a centralized network manager along with many agents, the agents reside in the 
various network nodes and collect data.") 

a plurality of evaluators, each evaluating at least a subset of all the measures collected by the 
measure collectors in accordance with a (1) pre-configured evaluation definition for the 
respective evaluator and (2) at least a subset of all historical measures of the target element that 
have already been stored in the collector to provide an assessment; (see pg 5-6, 1.2.1 
Observation Processing and Figure 1.1-1.2) 
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a probabilistic reasoning network coupled to the evaluators to receive the assessment from each 
of the evaluators and to analyze all the assessments in accordance with a pre-configured 
reasoning definition so as to provide an overall health assessment of the target element, (see pg 
6, 1.2.2 Combination of Information, lines 1-6 and Figure 1.3) 

Regarding Claim 1 1 : 

Hood teaches, the health assessment system of claim 10, wherein each of the evaluators 
further comprises an evaluation definition store that stores the pre-configured evaluation 
definition of the evaluator; an evaluation module coupled to the evaluation definition store to 
provide the assessment by statistically comparing the subset of the measures and the 
historical measures based on the predefined evaluation definition, (see pg 33 Figure 4.3 and 
pg 34, lines 1-11, Figure 4.4 and pg 45, lines 2-5 and pg 46, lines 1-8) 

Regarding Claim 12: 

Hood teaches, the health assessment system of claim 1 1 , wherein the operation of an 
evaluator can be changed by replacing the pre-configured evaluation definition for that 
evaluator with a new evaluation definition, (see pg 33 Figure 4.3 and pg 34, lines 1-11, 
Figure 4.4 and see pg 61, lines 13-20 to pg 62 lines 1-2. "in our experiments we set 
p(Network == normal) = 0.9, p(nf=normal/network = normal) = 0.8 and 
p(nf=normal/network = abnormal) =0.2." Examiner notes that these threshold values could 
be not only be set at any value, but also they could be reset/changed at any time which 
anticipates replacing the pre-configured reasoning definition with a new reasoning 
definition claimed by applicant.) 
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Regarding Claim 13: 

Hood teaches, the health assessment system of claim 10, wherein the reasoning 
network is a Bayesian network probabilistic reasoning network, (see pg 6, 1.2.2 
Combination of Information, lines 1-6 and Figure 1.3) 

Regarding Claim 14: 

Hood teaches, the health assessment system of claim 13, wherein the probabilistic 
reasoning network further comprises a reasoning definition store that stores the pre-configured 
reasoning definition, wherein the pre-configured reasoning definition defines how the 
probabilistic reasoning network should analyze all the assessments received from the evaluators 
to produce the overall health assessment of the target element, (see pg 33 Figure 4.3 and pg 34, 
lines 1-11, Figure 4.4 and pg 45, lines 2-5 and pg 46, lines 1-8) 

Regarding Claim 15: 

Hood teaches, the health assessment system of claim 14, wherein the operation of the 
probabilistic reasoning network can be changed by replacing the pre-configured reasoning 
definition with a new reasoning definition, (see pg 33 Figure 4.3 and pg 34, lines 1-11, Figure 
4.4 and see pg 61, lines 13-20 to pg 62 lines 1-2. "in our experiments we set p(Network = 
normal) = 0.9, p(nf=normallnetwork = normal) = 0.8 and p(nf=normal/network = abnormal) 
=0.2." Examiner notes that these threshold values could be not only be set at any value, but also 
they could be reset/changed at any time which anticipates replacing the pre-configured reasoning 
definition with a new reasoning definition claimed by applicant.) 
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Regarding Claim 16: 

Hood teaches, the health assessment system of claim 1 0, wherein the remote access 
system is the target element, (see Figure 3.1. Hood discloses in this figure a router to another 
network with a workstation with an agent connected anticipating the remote access system being 
the target element claimed by applicant.) 

Regarding Claim 17: 

Hood teaches, the health assessment system of claim 10, wherein the remote access 
system is a remote access terminal or an application, (see Figure 3.1. Hood discloses in this 
figure a router to another network with a workstation and agent connected together, which is the 
remote access terminal, claimed by applicant. ) 

Regarding Claim 18: 

Toyama teaches the evaluation definition of a first one of the evaluators specifies that 
the first evaluator is to receive measures from a first group of the measure collectors, and the 
evaluation definition of a second of the evaluators specifies that the second evaluator is to 
receive measures from a second, distinct group of the measure collectors, [fusion of multiple 
modalities, Col. 7, line 61 - Col. 8, line 51] 

Regarding Claim 19: 

Toyama teaches the health assessment engine further comprises sensors to provide the 
measures, measure evaluators to provide assessments based on the measures from the sensors 
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from the sensors and the historical measures, wherein the probabilistic reasoning network 
generates the health assessment based on the assessments provided by the measure evaluators 
and based on information indicating the trustworthiness of respective measure evaluators. 
[fusion of multiple modalities, Col. 7, line 61 - Col. 8, line 51] 

4. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hood in view 
of Toyama, and further in view of Seth Taylor (U.S. P.G. Pub. No. 2002/0052882 and referred 
to as Taylor hereinafter). 

Regarding dependent claim 20, 

Hood in view of Toyama teaches a health assessment system for assessing health of an 
element within a multi-element system, (see pg 6, 1.2.2 Combination of Information, lines 1-6 
and Figure 1.3) 

Hood in view of Toyama does not teach an XML report. 

Taylor teaches an XML report [0046], for the purpose of making data readable by data 
mining software package [0046]. 

It would have been obvious to a person of ordinary skill in the art at the time of 
applicant's invention to modify the teaching of Hood to include "an XML report", for the 
purpose of making data readable by data mining software package [0046]. 

Response to Amendment 
Claim Rejections - 35 USC S 102 & 103 

5. Applicants argue the combination of Hood and Toyama references fail to teach the 
probabilistic reasoning network analyzes assessments from evaluators according to information 
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indicating reliabilities of respective evaluators [page 8] which is disagreed with. Hood teaches 
the probabilistic reasoning network analyzes assessments from evaluators according to 
definitions [page 6, 1.2.2 combination of information, lines 1 -6 and Fig. 1.3]; Toyama teaches 
the definitions are weighted with reliability indicators to produce a reliability measurement [Col. 
9, lines 20 - 23]. Further, Toyama teaches training a statistical model, such as a Bayesian 
network to effectively capture probabilistic dependences. 

6. Applicants argue the motivation for combining Hood and Toyama references. Toyama 
teaches, "training a statistical model, such as a Bayesian network to effectively capture 
probabilistic dependences", as indicated in Abstract, can be used in sensor feedback systems as 
disclosed in Hood reference. 

7. Applicants argue the combination of Hood and Toyama references does not teach web 
interface, which is disagreed with. Toyama reference clearly indicates a WAN network 
environment, a computer with a modem for establishing communications over the wide area 
network, such as Internet. 

Conclusion 

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
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CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sunray Chang who may be reached Monday through Friday, 
between 8:00 a.m. and 5:00 p.m. EST. via telephone number (571) 272-3682 or facsimile 
transmission (571) 273-3682 or email sunray.chang@uspto.gov . 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Anthony Knight can be reached on (571) 272-3687. 

The official facsimile transmission number for the organization where this application or 
proceeding is assigned is (703) 872-9306. 
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